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Identification Difficulty
Scan

Rule Accuracy
False Positives

Priority
Medium

Attack Categories

* Path spoofing or confusion problem

Vulnerability Categories

* Indeterminate File/Path
e TOCTOU - Time of Check, Time of Use

Software Context

Filename Management File Path Management

Description

Note: dirname, basename functions should be analyzed together The basename() function returns the last
component from the pathname pointed to by path, deleting any trailing "/" characters. If path consists
entirely of "/" characters, apointer to the string "/* is returned. If path isa NULL pointer or the empty
string, a pointer to the string "." is returned. basename() is vulnerable to path spoofing
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Application Programming Interfaces

Function Name Comments

basename

dirname

Method of Attack

The key issue with respect to TOCTOU vulnerabilitiesis that programs make assumptions about
atomicity of actions. It is assumed that checking the state or identity of atargeted resource followed by
an action on that resource is all one action. In reality, thereis a period of time between the check and the
use that allows an attacker to change the state of the targeted resource and yield unexpected and
undesired results. The dirname() call is a use-category call, which when preceded by a check-category
call can beindicative of a TOCTOU vulnerability. A TOCTOU attack in regards to basename() can
occur when

1. A check for the existence of afile or other reference to afile/directory name, to be parsed by
basename, occurs

2. The basename call is executed to return the pathname of the parent directory of the
directory/filename

Between 1 and 2, an attacker could, for example, link the target file (the file to be parsed) to a different
known file. The subsequent parse of the target file would result in, at a minimum, potentially erroneous
program function.

Solutions
Applicability Description Efficacy

Generally appliesto any Tranglate basename() into Effective.

basename() call. function(s) using file descriptors,
if possible.

Generally applicable. The most basic advice for Does not resolve the underlying
TOCTOU vulnerabilitiesisto vulnerability but limits the false
not perform acheck beforethe | sense of security given by the
use. This does not resolve the check.
underlying issue of the execution
of afunction on aresource
whose state and identity cannot
be assured, but it does help to
limit the false sense of security
given by the check.

Generally applicable. Limit the interleaving of Does not eliminate the
operations on files from multiple | underlying vulnerability but can
processes. help make it more difficult to

exploit.

Generally applicable. Limit the spread of time (cycles) | Does not eliminate the
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between the check and use of a
resource.

underlying vulnerability but can
help make it more difficult to
exploit.

Generaly applicable.

Attempt the basename and then
perform an application-specific
sanity check after the basename
call.

Checking the status after the
operation does not change the
fact that the operation may have
been exploited but it does allow
halting of the application in an
error state to help limit further
damage.

Signature Details

char * basename(char * path);

Examples of Incorrect Code

* Examplel

int main()

struct stat stats;

char *path="/etc/passwd";

char *bnane;

stat (path, &stats)
bnane=basenane( pat h) ;
return O;

Examples of Corrected Code

* Examplel

int main()

char *path="/etc/passwd";

char *bnane;

bnanme=basenane( pat h) ;

/* This does not elimnate the vulnerability but does renove
the fal se sense of security brought by the check call */

/* An application-specific sanity check needs to occur
at this point to verify correct behavior occurred*/

return O;

Source References

* Viega, John & McGraw, Gary. Building Secure Software: How to Avoid Security Problemsthe
Right Way. Boston, MA: Addison-Wesley Professional, 2001, ISBN: 020172152X, ch 9.

» Howard, Michael & LeBlanc, David C. Writing Secure Code, 2nd ed. Redmond, WA : Microsoft
Press, 2002, ISBN: 0735617228.
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» Using the Strsafe.h Functions - http://msdn.microsoft.com/library/default.asp?
url=/library/en-us/winui/winui/windowsuseri nterf ace/resources/strings/usi ngstrsaf ef unctions.asp?

Recommended Resources

Resource Link

UNIX man page for basename() http://www.freebsd.org/cgi/man.cgi?
query=basename& sektion=3

Discriminant Set

Operating Systems
* UNIX Windows

Languages

« C
o C++
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Attack Categories

Path Spoofing or Confusion

Operating System

UNIX
Windows

Software Context

File Management
File Path Management

Vulnerability Categories

Indeterminate File/Path
Time-of-Check/Time-of-Use
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